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1. Introduction

This manual is meant to serve as a guide for installing the “Basque Centers-Euskal Etxeak” entity certificate. 

You have received:

· A certificate card

· A cryptographic card which can be connected to your computer's USB port.

· A CD with software

IMPORTANT: Do not connect the reader to your computer before installing the software. 

Below is a description of the steps you'll need to take to install and test the certificate.

If you encounter any problems during the installation process, you can phone IZENPE customer service at 902 542 542. Alternatively, you can email us at the following address: cau-izenpe@izenpe.net.

2. Installing the necessary software and connecting the reader

IMPORTANT: Do not connect the reader to your computer before installing the software. 

· Follow the steps below:

· Instal the software provided by Izenpe together with the CD. If the installation program does not start automatically, activate “instalar.exe” on the CD you have been provided.

· When asked what type of reader you have, select option 4, “Lector puerto USB GemPC USB-SL”
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· Follow the instructions on your screen.

· When the CD installation is finished, your computer will shut down. If it does not shut down automatically, turn off your computer manually. 

· Plug the card reader into an available USB port.

· Start up your computer.

· You will need to import the certificate issued by the Certification Authority. To do this:

· Double click on this icon:
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· Click on “abrir” and then “instalar certificado”, followed by “siguiente”, “siguiente” and “finalizar”. A message will indicate that the certificate has been imported correctly: “la importación se completó correctamente”.

· Now you will have to install “SafesignStatus”, a tool that ensures greater reliability when accessing certificate. You can download the zipped file from either the Basque Government or the IZENPE websites. Extract the file to a temporary folder and run "setup.exe" by double clicking.

· Accept all of the default options.

· Once the installation is complete your computer will reboot automatically.

3. Testing the correct functioning of the certificate and reader

We recommend you follow the steps below to ensure that everything works properly: 

· Log on to www.izenpe.com
· Select “Servicios” from the left-hand menu and then “Prueba de Firma”.

· Test your e-signature by clicking on the link that says “prueba de firma”.

· WARNING: With certain versions of Internet Explorer  you may receive a messages indicating that an Izenpe component must be installed. Enable installation by clicking the warning bar and making the appropriate selection. 

· Fill in the "nombre", "apellidos" and "organización" fields (invent anything you like - none of this data will be saved), and click "firmar".

· A window will open containing the information for you to sign.

· Click on the “firmar” button.

· Enter your PIN and click “aceptar”.

· After entering your signature the following window will appear: 

[image: image3.png]Servicios - IZENPE - Windows Internet Explorer

&+ [ repsisericos.cenpe.comipiposba fimefs2rpra_pusbofy ¥ | 49| X | [coon-

% & | Wservces-1zevee ] &- & - [ Pacia ~ @ Herramientas -

ae

izenpe s.a.

euskadiMner

RESULTADO DE LA PRUEBA DE FIRMA

LA PRUEBA DE FIRMA SE HA REALIZADO CORRECTAMENTE
Datos del certificado contenido en su tarjeta:

Titular del certificado: serialNumber=16269676M,SN=CARRASCO PRADO,givenName=JUAN
JOSE,CN=JUAN JOSE CARRASCO PRADO, dnQualifier=-dni 16269676M,0U=Condiciones de uso en
‘www.izenpe.com nola erabili jakiteko,0U=Ziurtagiri korporatibo onartua - Cert. corporativo.
reconocido,0U=Ziurtagiri onartua - Certificado reconocido,0U=COM-GD-0997,0=IZENPE,C=ES

Autoridad emisora: EMAIL=Info@izenpe.com,CN=EAEKo HAetako langileen CA - CA personal de
AAPP vascas,0U=AZZ Ziurtagiri publikoa - Certificado publico SCA,L=Avda del Mediterraneo
Etorbidea 3 - 01010 Vitoria-Gasteiz,0=IZENPE S.A. - CIF A-01337260-RMerc.Vitoria-Gasteiz T1055
F62 58,C=ES.

Repetir Prueba
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· You may now use your certificate.

If you have any problems, please provide us with a clear description of all of the steps taken, tell us whether the signature test worked or not, and email an exact copy of the error messages to cau-izenpe@izenpe.net . We will try to set up an appointment by email to solve the problem. 

4. Set security levels with ActiveX and PANDA antivirus
Go to the tools menu in Internet and click Internet Options
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Click the DEFAULT LEVEL button to lower security level. Press the SITES button and the following window appears.
Enter https://servicios.izenpe.com and click Add.
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Press the default level button and move the bar on the left downwards to LOW (BAJA)
[image: image8.jpg]IR

ST ian ==

|| Lcesve






 INCLUDEPICTURE "cid:image007.jpg@01C764BD.AA598AE0" \* MERGEFORMATINET [image: image9.jpg]



Now you’ll see https://servicios.izenpe.com/jsp/prueba_firma/s27prueba_form_c.jsp
You will be asked to install ActiveX. Click yes and fill in the fields (with anything) and click Sign. 
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By clicking Sinatu/Firmar you’ll be asked for your PIN
Now go to the application and it should function properly
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